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Biography \a
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» MIRACLE LINUX

» Linux distributor making “Asianux Server 3
==MIRACLE LINUX V5” with Red Flag
Software and Haansoft

»Providing OSS support including ZABBIX.

> “Asianux Server 3 ==MIRACLE LINUX V5”
Includes ZABBIX in default.

2 '\mM Joafihe Next, Gpen your Window MIRACLE



Biography \a
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> Takanori Suzuki

» A Linux and ZABBIX engineer

»Made some patches for ZABBIX
— Fixed ZABBIX agent crash accepted in ZABBIX 1.6.6
— Fixed data loss in the log monitoring
— Added Japanese support for the log monitoring
— Eftc...

» Developed some products for ZABBIX
— Configuration backup product
» A member of ZABBIX-JP, which Is an user
community in Japan
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ZABBIX
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What is ZABBIX ¢

—

» Developed by ZABBIX SIA In Latvia
» Open Source Monitoring Software
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Functions overview \a
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» Monitoring

»Monitoring target computers
» Storing history data to RDB

» History data administration and visualization

» Administration and display of the history data
» Display of graphs and maps

» Flexible alert notification

»Flexible setting alert threshold value
> Notification of failure to administrator
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Advantages of ZABBIX Ve
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» Open Source
» GUI-based control Ul
» Unnecessary knowledge about Linux

» More powerful alert notification and
visualization.

» More adapted for large-scale distributed
environments

» Supports many platforms
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Basic configuration ¢

N ) ==
i' i Alert notifibation
ﬁ E SNMP &
i SNMP Trap

database t Network
I;IVZQ;, =
PostgreSQL,
Osé)?alrgle? S $ssmmmmmp) | ZABBIX Agent
sqlite .

~

Server with ZABBIX Agent

Ping/Port moni

displa
{ Apache + PHP Jﬁ

Web interface setting

Administrator
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Many supported platforms g

< ) =
platform ZABBIX Server ZABBIX Agent
Linux Yes Yes
Windows — Yes
Solaris Yes Yes
AIX Yes Yes
HP-UX Yes Yes
Mac OS X Yes Yes
FreeBSD Yes Yes
OpenBSD Yes Yes
Novell Netware — Yes
SCO Open Server Yes Yes
Tru64/OSF Yes Yes
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About Linux support

¢

» ZABBIX packages are provided in many
Linux distributions.
» Debian (.deb)
»Ubuntu (.deb)
» Fedora Extra (.rpm)
» Asianux (.rpm)
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Basic functions of ZABBIX Agent

»CPU Utilization
» Memory Utilization
» Network Utilization
» Process monitoring
» Port monitoring
» Log monitoring

General  WEB
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Configuration

Hosts Items Triggers FOva>

CONFIGURATION OF ITEMS

sbuffers memory
.cached memory
ifree memory

shared memary

total memory

ssh service is running

:issh service is running

stotal swap space

Checksum of /etc/fstab

iChecksum of /etc/group

Checksum of /etc/hosts

:Cheeksum of /ete/inittab
Checksum of /et d.conf

Graphs  Screens  ITservices 74 ZH/TY

Key

vm.memory size[buffers]

vm.memory size[cached]
‘vm.memary size[free]
vm.memory size[shared]
vm.memory size[total]
net.tcp.service[ssh,10.1.0.1]
e[ssh]
system.swap.size| total]
vfs file.cksum/etc/fstab]
vfsfile.cksuml/etc/group]
viafile.cksum /etc/hosts]
vis file.cksuml/etc/inittab]
fs.file .cksum{ /et d.conf]

nektcp.se

:Checksum of /etc/ntp.conf

Checksum of /etc/passwd
:Cheeksum of /ete/rnde.conf
Checksum of Jetc/mdc.key

fs.file cksuml/etc/ntp.conf]
vis.file.cksum/etc/passwd]
vfs.file.cksuml/ete/rnde.conf]
vfs.file.cksuml/etc/rndc.key]

iChecksum of f fs.file cksuml, conf]
Checksum of |_config fs.File cksum, L)
:Checksum of /etc/sysl f fs.file clsum{ Jetc/sysl ]

Checksum of /etc/xinetd.conf

:Checksum of

vis.file.cksum[/etc/xinetd.conf]
i

» Monitoring items are extendable

e\ -/
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Help| Get support]|Profile

T A= b/ Y=

Create Item

BY << 0 akfwOL

+ B External filter

Update interval History Trends Type

300
300
300
300
300

3600
er]| 3600

EY 365 | ZABBIX agent
90 365 ZABBIX agent
20 365 | ZABBIX agent
90 365 ZABBIX agent
%0 365 | ZABBIX agent
90 365 ZABBIX agent
£ 365 | ZABBIX agent
90 365 ZABBIX agent
%0 365 | ZABBIX agent
90 365 ZABBIX agent
%0 365 | ZABBIX agent
90 365 ZABBIX agent
%0 365 | ZABBIX agent
90 365 ZABBIX agent
50 365 | ZABBIX agent
90 365 ZABBIX agent
%0 365 | ZABBIX agent
90 365 ZABBIX agent
EY 365 | ZABBIX agent
90 365 ZABBIX agent
90 365 | ZABBIX agent
20 365 | ZABBIX agent

» Executing remote scripts are also supported.

Status
Active
Active
Active
Active
Active
Active
Disabled
Active
Active
Active
Active
Active
Active
Active
Active

Active

Active

Active

Active

Applications
Availability, Merm
Availability, Mem
Availability, Mem
Availability, Mem
Availability, Merm
SSH

SSH

Swap

Files

Files

Files

Files

Named

TP

Files

Named

Named

Sauid

SSH

Files

xinetd

SSH
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Visualization functions ¢

Display of monitoring data
Display of location of failure
Display of graphs

Display of maps

YV VYV V VY

Screen function
(Users can make customized reports)
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Screenshot 1 — An overview of monitoring Qf/
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AT | YR=R | FOF P L

ZABBIX

mE 27 BRFT-F FuH— Fa— AR FHuayw FeF HST7  ZHU-=y  F4IAHNNY ITH—ER

RuH—

L35HA1
L35HA2
LinuxBl
Linuxa2
LinuxBa3
LinuxB4
HindowsB1
HindowsB2
Hindows@3
HindowsB4
Hindou=85
HindousB6
Hindous87

fetc/group has been changed on server {HOSTMAME}
fetc/passwd has been changed on server {HOSTNAME}
CPU Prosessor Time is High on {HOSTNAME}
crond is not running on {HOSTHNAME}

HP Hardware CPU

HP Hardware Fans

HP Hardware Logical Drive

HP Hardware Memory

HP Hardware Physical Drive

HP Hardware PowerSupply

HP Hardware Share Disk Logical Drive

HP Hardware Share Disk Physical Drive

HP Hardware Temperature (CPU#1)

HP Hardware Temperature (I/0_Z0ONE}

HP Hardware Temperature (Power Supply Bay)
http is down on {HOSTNAME]}

httpd is not running on {HOSTNAME}

IIS Admin Service is not running on {HOSTMNAMEY}
Lack of free memory on server {HOSTNAME}
Lack of free swap space on {HOSTNAME}

Link Down on {HOSTNAME} Interface 0/1

Link Down on {HOSTNAME} Interface 0/17

Link Down on {HOSTNAME} Interface 0/19
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Screenshot 2 — A view of failure b

AT =R | FOZ 2oL

el

WE 77 BRT-¥ FUH— Fa— AR¥p Fo¥ay IvF Y7 AFV-w F+AHNY  ITH—ER

kUH—@DRF—% A [22:59:30]
[2TO R UH—%8/E] [FHERT] [F7 3 »EER] [FEERT] [#iR)]

wAR &R AT—9A RaE BEOEE BOE ju 70
L3SWOL | Link Down on L3SWO01 Interface 017 | i EEOEE 13 Feb 16:05:42 WA (EEHD) E=h01]
L3SW02Z | Link Down on L3SWO02 Interface 0/17 | i HBEOME 13 Feb 16:05:42 LR (BB B0
L3SWOL | Link Down on L3SWO1 Interface 0719 M EEOEE 13 Feb 16:05:42 WA (BEHE) =00
L3ISW02  Link Down on L3SWO2 Interface 0719 M U OEE 13 Feb 16:05:42 W E (D E=9,01]
L3ISWOL | Link Down on L3SWO1 Interface 0740 3 U OE®E 13 Feb 16:05:42 W E (D BN
L3SW02 | Link Down on L3SWO02 Interface 0/40 M EEOME 13 Feb 16:05:42 WA (EEED) B0
L3SWOL | Link Down on L3SWO01 Interface 0/41 | M EEOEE 13 Feb 16:05:42 WA (EEHD) E=h01]
L3SW02  Link Down on L3SWO2 Interface 0741 M EEOEE 13 Feb 16:05:41 WA (BEHED) F=0(1]
L3ISWOL | Link Down on L3SWO1 Interface 0742 M U OE®E 13 Feb 16:05:42 W E (D BN
L3ISW02  Link Down on L3SWO2 Interface 0742 M U OEE 13 Feb 16:05:42 W E (D E=9,01]
L3SWOL | Link Down on L3SWO1 Interface 0743 M HEOME 13 Feb 16:05:42 WA (ERED E=91]
L3SWO0Z | Link Down on L3SWO02 Interface 0/43 | i HBEOME 13 Feb 16:05:42 LR (BB B0
L2SWOL | L2SWOL is unreachable s EEOME 13 Feb 16:05:46 W (BEED) =00
L25SW02 L25W02 is unreachable s U OEE 13 Feb 16:05:46 W (BEHE) E=H01]
L25W03 | L25W03 is unreachable s U OE®E 13 Feb 16:05:46 W E (D BN
ZABBIX 1.4.5 Copyright 2001-2008 by SIA Zabbix ®ROI1—-HT0OY 2% "Admin’
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Screenshot 3 — A view of a map
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Screenshot 4 — A view of a screen b
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AT M=k 7072 A

el

BE o7 BRT-F FIH-— Fa— ARxk¥F FPO¥ayn IvF FF7 AvU-=v  F4RAHNKY  ITH—ER

A= 8 Linux01

Linuzid :CPU Load Average ( 1h hiztory 3

213 13100

02.13F d2za0pooprrooptoetooro

o
=

plinuxdl: Processor Load Average (awgld [avgl [min:0.0l max:0.21 Tast:0.0?] plinwal: CPU uszer time Cawghl Lawg]l [min:0. 32 max:0.50 last:O.SE]
oLinuxdl: Proceszsor Load Average Cawgh) [awg] [min:0.0d max:0.11 last:0.04]1) olinuxdl: CPU system time Cawgh) [avgl [min:0.28 max:0.32 last:0.311
pLinux0dl: Processor Load Average (awgld) [avg] [mini0.02 maxi0.05 last 0,021 mlinuxddl: CPU idle time Cavgdo Lawvs]l [min:25.04 max:95.32 lasti95.22]

Linuz0l:Memary Ukilization ¢ 1k history

Linuxdl :Swap Utilization ¢ 1h history 2

555?.5? HE

H
'l.'lU:'="
m

2ald 12
0Z.13 13

pLinuxddl: shared memory [avgl [min:d B max:0 B last:0 B

pLinuxdl: cached memory [avgl [min:l.20 GBE max:1.21 GB last:1.71 GE]
oLinu=0dl: buffers memory [avg] [miniles.58 MB maxil70.03 MB last 170,03 MBI
mlLinuxdl: free memory Lavg]l [min:Z2.14 GE max:2.15 GB last:2.14 GBI

m 02.13 1200

Lirux(l: Free zwap space [avg] [nin:g GB max:6 GB last:6 GBI

Lirnuxid :Network Utilization (IN) © 1h history 2 Linuzdl:Metwork Utilization COUTY ¢ 1h history 3
i e e e e R e e e e e e e e Hhbi kb bbbl L 1430 EBps [l i e e e R e b LAl AL L R LA b N 1.17 KEp=

: Femsbennd Feeebeey Peentees 1402 Bes e emspeend Pemmrend Feenbennd 100 Bps
: L N 1524 Bes [ R Lt Lobod iE00 Bps
e __ L — H—— H -
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Distributed monitoring configuration ¢

-

ZABBIX Server

S monitoring

monitoring

= monitoring

Server with ZAB|

Network

ZABBIX Agent

Server with ZABBIX Agent

Network

>

Apache + PHP|
Web interface ~ S¢*"& Admirl1istrator

2N

ZABBIX Age

displa
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Distributed monitoring \a
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» There are two ways to monitor distributed
environments.
They serve different purpose.
»ZABBIX Node
»1.4 or later

»ZABBIX Proxy
»1.6 or later
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Node vs. Proxy ¢

KX ) =
- Nede Py
Lightweight No Yes
Web GUI on each server Yes No
Works independently Yes Yes
Easy maintenance No Yes
Automatic DB creation No Yes
Local administration Yes No
Ready for embedded Hardware  No Yes
One way TCP connections Yes Yes
Centralized configuration No Yes
Generates notifications Yes No
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About ZABBIX Node and Proxy \
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» Actual achievement

» 100K of devices, which have 20 monitoring
elements per device
100K x 20 = 2000K monitoring elements

» Refresh rate is 1 minute
»Using proxy
» Central server bandwidth is around 17Mbps
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Development status g
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> The latest stable version
>1.6.6

> beta version
>1.7

» Next stable version
»1.8 (will be released later in October 2009)
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New release
Z/ABBIX 1.8




ZABBIX 1.8 ¢
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> Release date

»ZABBIX v1.8 will be released in October 2009.
(from ZABBIX web site)
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New features in ZABBIX 1.8 \a
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> New features
> ZABBIX API

» Ul improvements
»Bar reports
»Drag'n'drop screen editing

» Performance improvements
»Enabled database cache

»Some other improvements
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Screenshots of ZABBIX 1.8

General Host groups Hosts Maintenance Web Actions o Maps IT services Discovery Export/Import

listory: Availability report > Status of ZABBIX > Host profiles 2 Overview » Screens

] ]

ZABBIX Server: CPU Utllization

104

ZABEIK Server. CPU Loads

® 3
3
o
~
o
o
> 2 0B  H4ax2 2 8 s & g
W ZABBIX Server; CPU idle time (avgl) [avg] 5 Zesy 3asd| ¥ 3 i3 3 3 3 )
B zABBIX Server CPU system time (avgl)  [avg] < S :
B zABBIX Server: CPU user time (avgl) [avg] © x distory Trends Type ‘Status Applications Error
5 | Availability,
o= o oo e 365 ZABBIX agent Active Moty lo
B ZABBIX Server: Processor loads [avg] 0l3 0,02 014 0.62 Availability
. _ABEI)( Server: Processor load [aval 034 0 016 1.41 . 4 365 ZABBIX agent| Active Active ‘M A ‘o
“IX Server: Processor loadl5  [avg] 0.09 003 012 026 il Bmary !
; ’ 365 ZABBIX agent Dlsabled | Integrity <}
Darg'n 'd rop screen editi | —— g vy ermmmmnaesayasamss (sl 365 | ZABBIX agent active  Integrit @
plate Linux: Checksum of /etc./servnces ggers (1) vfs file, cksum[/etdser\nces] 1600 7 | 365 ZABBIX agent Active | Integrity [
| ‘Template Linux:Checksum of /usr/bln/ssh Triggers (1) 3 vfs file.cksum[/usr/bin/ssh] 1E,OEI 7 365 ZABBIX agent Active  Integrity [
emplate Linux:Checksum of /usr/sbln/sshd Triggers (1) vfs file.cksum[/usr/sbin/sshd] 7 365 ZABBIX agent | Active Integrity lO
Template Lmux Checksum of /vmllnuz lTrlggers (1) vfs flle cksum[/vmlinuz] | 7 365 ZABBIX agent Dlsabled Integrlty l
D Templa?e Lmux CPU idle time {avgl) Triggers (0) system.cpu.util[,idle,avgl] 90 365 ZABBIX agent Actwe CPU, Performance lQ
|:| Template L|nux CPU nnce tlme (avgl) ggers (0) system -cpu. ut||[,n|ce avgl] | a0 365 ZABBIX agent‘ Actlve | CPU, Performance ‘0
|:| lTEmpldfc Lmux CPU system time (avgl) ggers (D) system.cpu.util[,system, avgl] 10 a0 365 ZABBIX agent Actwe CPU, Performance 0
Template Lmux:CPU wait time (avgl) Triggers (0) system.cpu. utll[,walt,avgl] 10 90 365 ZABBIX agent Dlsabled CPU, Performance Q
| | Template Lmux CPU user time (avgl) Triggers (CI) system.cpu. utll[,user,avgl] 10 90 | 365 ZABBIX agent Active | CPU, Performance Q
[ | Template_Linux:Email (SMTP) server is running lTnggers (1) | net.tcp.service[smtp] 60 7 365 ZABBIX agent Active  Services (v]
O lTempIate Linux:Free disk space on / | Triggers (0) l vfs.fs.size[/,free] 30 7 l365 ZABBIX agent- Active ;r:sllyasl::::’ | &
. . i | . [i i . | availability, IE
[:I Template Linux:Free disk space on /home ‘Triggers (0) vfs fs.size[/home free] 30 7 365 ZABBIX agent Active  Filosysterm O
. . . | . | Tl . lAva|labi|l|Aty, |
I:l TPmplate Linux:Free disk space on fopt | Triggers {0} vfs.fs.size[/opt,free] |30 7 365 ZABBIX agent Active :Fllesystem lO
| i i
U I I m provements tmp. | Trigaers (0} vfs.fs.size[/tmp,free] 130 7 365 ZABBIX agent Active lll'lll’:sllyasl::lelzl-trrl (v
i | | | |
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What is the hottest topic in ZABBIX 1.8?  {
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» ZABBIX API

i ZABBIX Server E
D\l\e/wfeatu re ]

database| == | ZABBIX API]

¢
getting
2
[Web mterface} 4
setting |

Z .
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ZABBIX API \a
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» In older version than 1.8, users had to
control ZABBIX by GUI. (even if you
wanted to control it from command line.)

‘ With ZABBIX API

» Users can access and control ZABBIX by
using ZABBIX API. Easy to make
ZABBIX control programs.
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ZABBIX API g
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» The protocol Is JSON-RPC 2.0
»JSON-RPC is supported by many languages.

— JavasScript
—C
— C#
— Java
— Perl
— Php
— Python
— Ruby
from http://json-rpc.org/wiki/implementations
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ZABBIX AP ¢

» Supported objects

EI @Eahhm AP ~{J Maintenance
a ohjects 1:'| Map

----- {1 &ction ~{J Screen
----- - Alert ~{J Script
----- 1] Application - Template
..... D Event 1] Trigger
..... D GFEIIZIh D sar
----- ~{ Graphitem ~{) Usergroup
l:l Host i 1] Lsermacro
..... l:l Hostgroup 1] Usermedia
I:I = ) UserMediaType

from http://www.zabbix.com/documentation/1.8/api

» Basic objects are supported.
— Supports add, update, delete objects

>No history objects are supported at present.
| 4 (m /Datthe Next, Open your Window MIRACL E



ZABBIX AP ¢

» Sample code

» Using python-jsonrpc library with some fixes
for JISON-RPC 2.0
» http://json-rpc.org/wiki/python-json-rpc

#!/usr/bin/python
from jsonrpc import ServiceProxy

#API url is “Top directry of ZABBIX frontend” + “/api_jsonrpc. php”
session=ServiceProxy ("http://zabbix18-server/zabbix/api_jsonrpc. php”)

#Authentication is needed.
sessionid=session. user. authenticate ({' user’ :’ admin’, 'password’ :' zabbix’})
#Using API.

print session. user. getByld. auth (sessionid, {“userid”:"1”})

print session. graph. getByld. auth (sessionid, {"graphid”:”3"})

2] K/
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ZABBIX API g

N Ty =

$ . /zabbix-api.py

{"lang’ : "en_gb’, 'rows_per_page' : '50’, 'surname’: 'Administrator’, 'name’:
"Zabbix', 'passwd’ : '5fcelb3e34b520afeffb37ce08c7cd66’, 'attempt_clock’ :
1255183886’ , 'userid' : '1', ’autologin': "0, 'refresh’: '30',
"attempt_failed : "0, "alias’: 'Admin', 'theme' : 'default.css’, "url’: ',
"autologout’ : '900’, 'attempt_ip’: '’, 'type : '3’}

{"show_3d': '0', 'ymin_itemid : '0", 'graphid : '3, 'name’: 'CPU
Utilization’, 'percent_left’ : "0.0000', 'graphtype' : '1', "height' : 200,
"yaxismax’ : ' 100.0000', 'width’: "'900', 'show_legend : '0’,

" show_work_period : '1', 'templateid : 'O, "ymax_itemid : "0, 'ymin_type’:
"0", "show_triggers' : "1, "ymax_type’ : "0, 'yaxismin’: '0.0000,
"percent_right’ : ' 0.0000’ }
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ZABBIX API ¢

» Ruby implementation is also available

» http://trac.red-tux.net/wiki/zbx_api
» Subversion repository

$ svn co http://svn.red—tux.net/ruby/api
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ZABBIX 1.8 repository

»You can try pre 1.8 (1.7) In subversion
repository.
»svn://svn.zabbix.com

~

Ty ) =

/Dathe Next, Open your Window MIRACL E




Activity In Japan




Activity in Japan Q'p

4/--

» /ZABBIX-JP

» An user community in Japan

»Many users use the forum and support
themselves.

» Makes patches for multi-byte Ianguage support,

- -
ZabbixEWindow: ﬁ Zabi om(Z bb x)FAILS
II lCIUdII Ig Japal l‘ :5‘ ZABBIX-IP D TR0 Zabb i Windows-(~ TTILE 0T SO S Zabbix 22
= Sragexsa. IRRISA e
Un-Official Support Page

HOME | NEWS | FORUM | DOWNLOAD | DOCUMENTS | CONTACT [ (3
04y | smBs
Aza= ZABBIX-JP ALICE
ZoRRDZd ZABBIX-JPI3 A T4 27 ZARBIX' DT LA DL vl AP T
i BARIZHIBZABRIXDEREBELL TVE S,
YRFHER
R =rvavk(KE) | 1 =2 155R
yy
ZABBIX-IPICDLIT i
i BAFETY) -2
= BIf)§—val: 1.6.6 (2009/8/27) [FIVA-F]: (WY —Z/—+]
= == = TR —Yalr 1.4.6 (2008/7/23) [ O-F] : [YY—Z/—F]
HNL
il 5 ZABBIX-IPYY —XZ (Linux RPM / Windows{ 2+ —5)
» " TR -Val: 1.4.6-2 (2009/9/27) [FDVA-F] : [ —R/—}] N

ZABBIX7= a7 JLEIRRR(PDF)
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Activity in Japan \a
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» Japanese community contributed to ZABBIX by

supporting Japanese language.
» Japanese language web interface.
— ZABBIX-JP made patch.

» Fixed garbage characters in the graph.
— ZABBIX-JP made patch.

» Fixed event triggers to accept multi-byte language.
— MIRACLE LINUX made patch.

» Fixed the agents not to send garbage characters in eventlog
— MIRACLE LINUX made patch.

» Additional bug fixes:

» Agents crash x 2
— MIRACLE LINUX made patch.
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Activity in Japan \a
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» Some patches were accepted, but some patches

\ 4

were not.

»ZABBIX-JP released another package, which
Includes some patches for Japanese users.

»Especially in 1.4 or 1.6, there is not any multi-byte
support in eventlog monitoring in windows.

» The default web interface language setting is
Japanese.
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Activity in Japan \a
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> In 1.8, full support of UTF-8 Is scheduled.

» Some fixes already exist in repository.

— Added unicode to pie graphs
— Added unicode strings to maps
— Added codepage parameter for log[] metric

— Added codepage parameter for vfs.file.regexp[] and
vfs.file.regmatch[] metric

— Added support of Unicode for vfs.file.*[] metrics
— Etc

» Development status, however, is not yet “Done”.

Functionality ‘ Development V Testing ‘

Elar graphs Done 80% ‘

Maintenance period for hosts and host groups 1 Done | Done '
Full support of UTF8 ’
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» We will pay attentions to multibyte
language support in 1.8.

» We will continue to contribute to Japanese
language support and improvement in
ZABBIX.
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Do the Next, Open your Window
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